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SYSTEM AND METHOD FOR ENABLING AUTHENTICATION AT DIFFERENT 
AUTHENTICATION STRENGTH-PERFORMANCE LEVELS 



The invention was made with Government support under Contract F30602-98-C-0215 
awarded by the Air Force. The Government has certain rights in this invention. 



The present application claims priority to Provisional Application No. 60/145,216, filed 
July 23, 1999, which is incorporated herein by reference in its entirety. 



Field of the Invention 

The present invention relates generally to authentication mechanisms, and more 
particularly, to systems and methods for adaptively trading off authentication strength and 
performance. 

Discussion of the Related Art 

Providing authentication, defined as connectionless integrity and data origin 
authentication, is essential to the security of networks. One method of providing authentication 
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of a message is through use of a digital signature. Digital signatures are based on 
computationally intensive public key operations, thereby making them too slow for high-speed 
network use. 

Faster authentication alternatives to digital signatures include message authentication 
codes (MAC) such as HMAC-SHA-l-96 and HMAC-MD5-96. Although HMAC-SHA-1-96 
and HMAC-MD5-96 have been adopted as standards for popular security protocols such as 
Internet Protocol Security (IPsec), they still may be too slow for network applications such as 
real-time high-speed video, high-performance distributed computing, high-speed distributed 
storage, and 3-D virtual reality. Such applications might run on conventional platforms with 
high speed network devices (e.g. Gigabit Ethernet or ATM networks on Pentium class machines 
without cryptographic hardware), on special platforms with conventional cryptographic 
hardware, or on computationally-limited single-processor devices. 

For large amounts of data, the speed of the HMAC-SHA-1-96 and HMAC-MD5-96 
functions is determined by the underlying hash algorithms, SHA-1 and MD5, respectively. On a 
Pentium processor, SHA-1 and MD5 require approximately 53 and 21 clock cycles, respectively, 
per 32-bit data word processed. These clock-cycle values may seem quite reasonable for many 
applications, but are untenable for high-speed networks on CPU-limited platforms. Indeed, some 
estimates indicate that there could be at least a factor of 100 difference between conventional 
authentication speeds and that of ultra-fast networks. Thus, while cryptographic-based data- 
stream source authentication techniques provide high security, they can induce time delays that 
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are unacceptable. What is needed therefore is a practical and flexible solution to high-speed 
network authentication that can be implemented in software and/or hardware. 

Summary of the Invention 

The present invention meets the aforementioned needs by providing an authentication 
system that implements a strength-performance trade-off The authentication system includes a 
controller that dynamically selects one of a plurality of authentication mechanisms to be used in 
providing authentication for an exchange of message data. The variation in the level of 
authentication assurance can be based on one or more factors such as the current security 
conditions and the available CPU utilization. 

In another aspect of the present invention, a higher-speed, lower-strength authentication 
mechanism is provided. The higher-speed, lower-strength authentication mechanism is based on 
a nested message authentication code structure. In the nested message authentication code 
structure of the present invention, a plurality of faster-speed, lower-strength inner functions feed 
into a high-strength outer function. A scattering ftinction is also provided that pseudorandomly 
selects which parts of the message should feed into which inner functions. With this structure, an 
adversary is prevented from knowing which parts of the message are processed by which inner 
functions. 

In a further aspect of the present invention, an even higher-speed, lower-strength 
authentication mechanism is provided. This mechanism is based on a partial message 
authentication code, wherein a message authentication code is applied only to some portion of 
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the message. By applying an authentication algorithm only to selected parts of the message, 
significant time can be saved while maintaining acceptable security. 

In a still fiirther aspect of the present invention, the plurality of authentication 
mechanisms can be used to generate a plurality of authentication tags for the same message. This 
5 plurality of authentication tags can reflect different authentication strength-performance levels. It 
is a feature of the present invention that a receiver is afforded increased flexibility in adaptively 
choosing strength-performance levels. It is a further feature of the present invention that multiple 

O 

^ authentication tags can be used in multicast environments, where different receivers may have 
! 7 different processor capabilities or security policies. 

ijS In yet still a further aspect of the present, authentication mechanisms can be used for error 

= detection as well as error correction. In one embodiment of the present invention, a reversible 
H inner function can be used in a nested MAC configuration to provide both error detection and 
[^J error correction in high performance applications. 

1 5 Brief Description of the Drawings 

The foregoing and other features and advantages of the invention will be apparent from 
the following, more particular description of a preferred embodiment of the invention, as 
illustrated in the accompanying drawings. 

FIG. 1 illustrates a conventional network authentication process that appends an 
20 authentication tag to message data. 
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FIG. 2 illustrates a hypothetical strength-performance tradeoff curve for network 
authentication. 

FIG. 3 illustrates an embodiment of an adaptive cryptographically synchronized 
authentication system having a controller that selects between a plurality of supported 
authentication mechanisms. 

FIG. 4 illustrates a flowchart of an initial authentication gear determination process. 

FIG. 5 illustrates a flowchart of an authentication gear switching process. 

FIG. 6 illustrates an authentication gear switching algorithm based upon CPU load levels. 

FIGS. 7 A and 7B illustrate a gear switching protocol implemented between a sender and 
receiver. 

FIG. 8 illustrates a preferred embodiment of an ASCA system that is integrated with 
third-party software modules. 

FIG. 9 illustrates a flowchart of an initial authentication gear setup process in an ACSA 
system that is integrated with third-party software modules. 

FIG. 10 illustrates a strength-performance tradeoff for network authentication gears in 
accordance with the preferred embodiment. 

FIG. 1 1 illustrates a general construct of a nested message authentication code. 

FIG. 12 illustrates a nested structure having multiple inner function groups with bit 
scattering. 

FIG. 13 illustrates a construct of a partial message authentication code. 

FIG. 14 illustrates a construct that enables the generation of multiple authentication tags. 
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FIG. 15 illustrates a nested message authentication code mechanism with error detection 
and error correction. 

FIG. 16 illustrates a processing block for a KR5 algorithm. 

FIGS. 17A and 17B illustrate a flowchart of an error correction protocol for use with a 
5 nested message authentication code implemented between a sender and a receiver. 

Detailed Description 

ff \ A preferred embodiment of the invention is discussed in detail below. While specific 

M= implementations are discussed, it should be understood that this is done for illustration purposes 
only. A person skilled in the relevant art will recognize that other components and 
configurations may be used without departing from the spirit and scope of the invention. 



Authentication is an essential component to the security of networks. FIG. 1 illustrates a 
conventional authentication process involving a sender 110 and a receiver 120. In this 
authentication process, authentication tag computation module 1 1 2 of sender 1 1 0 generates an 



15 authentication tag 140 based upon message (or packet) 130. Sender 1 10 appends the generated 
authentication tag 140 to message 130 to produce a communication 150. Communication 150 is 
then transmitted to receiver 120. 

Upon receipt of communication 150, receiver 120 extracts message 130' and 
authentication tag 140'. The extracted message 130' is used by authentication tag computation 

20 module 122 in receiver 120 to produce authentication tag 140". A comparison is then made to 
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determine if the generated authentication tag 140" matches the extracted authentication tag 140'. 
If the authentication tags match, then message 130' is authenticated. 

In conventional methods, the authentication process can be based on computationally 
intensive public key operations. These computationally intensive operations can make an 
authentication process too slow for high-speed network applications. Faster authentication 
methods are therefore required. 

It is a feature of the present invention that faster authentication methods can be provided 
selectively by trading off authentication strength and performance. FIG. 2 illustrates a 
hypothetical strength-performance tradeoff curve for network authentication. This strength- 
performance tradeoff curve defines a series of strength-performance tradeoff levels that can be 
used by the authentication system. In this operational framework, a user can select a lower- 
speed, higher-strength authentication mechanism or a higher-speed, lower-strength authentication 
mechanism. As can be appreciated, various combinations of authentication strength-performance 
levels can be defined for a given authentication system. 

In conventional approaches to network authentication, high authentication strength was 
paramount with speed existing as a secondary concern. In the present invention, however, it is 
recognized that not all applications require high-strength authentication. Faster authentication 
speeds can be achieved by accepting lower-strength (yet adequate) authentication methods. The 
authentication system of the present invention is therefore designed to adaptively adjust its 
authentication strength and speed to meet current needs based on considerations such as security 
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policy, observed authentication error rates, alarms from host or network defenses, and processor 
loading. 

In this framework, the various strength-performance levels can be envisioned as gears of 
an automobile transmission. Lower-speed authentication gears enable slower communication 
with higher security, while higher-speed authentication gears enable faster communication with 
lower security. 

An embodiment of an adaptive cryptographically synchronized authentication (ACS A) 
system is illustrated in FIG; 3. The ACSA system 300 is organized into five major modules: 
ACS A controller 3 1 0, local security and resource managers 320, security association and key 
management 330, network application 340, and security services 350. FIG. 3 illustrates ACSA 
system 300 operating as a sender. As would be appreciated, a symmetrical organization of like 
components would also exist at an ACSA system operating as a receiver. In FIG. 3, the arrows 
represent the flow of application data and control information. 

ACSA system 300 operates under the control of ACSA controller 310. ACSA controller 
3 1 0 determines which authentication mechanism (or gear) should be used in providing 
authentication for data exchanged between nodes sharing a given security association (SA). 
Generally, a SA is a simplex (uni-directional) logical connection, created for security purposes. 
All network application data traversing a S A is provided the same security processing. 

Local security and resource managers 320 represent components that may be provided by 
a host system. These components can be designed to provide information such as security and 
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resource policy^ processor load information, alarms from host or network defenses, or any other 
information relevant to selection of an authentication gear. 

Security association and key management module 330 is designed to establish and 
maintain SAs and cryptographic keys between communicants. In one embodiment, security 
association and key management module 330 establishes and maintains a suite of SAs that 
correspond to the ACS A gears supported for a given connection. As further illustrated in FIG. 3, 
control messages are also communicated between the sender and receiver nodes via security 
association and key management module 330. 

Security services module 350 performs the authentication tag computation for the gear 
specified by ACSA controller 310. When operating in receiver mode, security services module 
350 also detects and reports received authentication errors to ACSA controller 3 1 0. 

Various network authentication gears can be defined for an ACSA system 300. As would 
be appreciated, the number and variety of authentication gears to be supported is implementation 
dependent. As illustrated in the embodiment of FIG. 3, security services module 350 supports 
three groups of authentication mechanisms: low-speed, high-strength mechanisms, higher-speed, 
lower-strength mechanisms, and high-speed, low-strength mechanisms such as partial 
authentication mechanisms. 

The low-speed, high-strength mechanisms can include conventional hash-based message 
authentication codes (HMACs) such as HMAC-SHA-1-96 and HMAC-MD5-96 algorithms. 

The higher-speed, lower-strength mechanisms represent an intermediate class of 
authentication mechanisms that bridge the gap between low-speed, high-strength mechanisms 
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and high-speed, low-strength mechanisms. Higher-speed, lower-strength mechanisms can 
include universal message authentication codes (UMACs). UMACs are based on a new 
universal family of hash functions that effectively exploit SIMD parallelism and run an order of 
magnitude faster than conventional mechanisms such as HMAC-SHA-1. UMACs are described 
in greater detail in Black et al., "UMAC: Fast and Secure Message Authentication," in Advances 
in Cryptology: Proceedings of CRYPTO '99, LNCS 1666, M. Wiener, ed., Springer- Verlag 
(1999), 216-233, which reference is incorporated herein by reference in its entirety. 

Higher-speed, lower-strength mechanisms can also include MACs based on inner 
function groups (IPGs). The IPG MACs are described in greater detail below. 

Pinally, high-speed, lower-strength mechanisms can include partial message 
authentication codes (PMACs). PMACs represent a class of high-speed, low-strength 
authentication mechanisms that authenticate only a portion of a message. PMACs are also 
described in greater detail below. 

In a preferred embodiment, the HMAC, UMAC, and PMAC groups are further defined to 
produce the authentication gears illustrated in the authentication strength/performance plot of 
FIG. 10. As illustrated, the authentication gears are defined by the HMAC-SHA-1 -96, HMAC- 
MD5-96, UMAC-SIMD-60, UMAC-SIMD-45, UMAC-SIMD-30, UMAC-SIMD-15, PMAC-8, 
PMAC- 16, PMAC-32, PMAC-64, PMAC- 128, PMAC-256, PMAC-512, and PMAC- 1024 
algorithms. This collection of algorithms defines a broad range of authenticafion strength and 
performance tradeoff levels that can be selectively chosen based upon the current operating 
environment. 
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As noted above, ACS A controller 310 determines which authentication mechanism (or 
gear) should be used in providing authentication for data exchanged between nodes sharing a 
given SA. In making this gear-selection decision, ACS A controller 310 relies on inputs from 
local security and resource managers 320 and from network application 340 (e.g., local network 
application policy). Additionally, when the ACSA system 300 is performing the sender role for a 
given connection, controller 310 may also receive inputs from the receiver via security 
association and key management module 330 regarding authentication errors and the receiver's 
processor load. 

For each SA, ACSA system 300 ftinctions as either the sender or the receiver. Similarly, 
for each SA, ACSA controller 310 also ftinctions in the sender or receiver mode. In the sender 
mode, ACSA controller 310 initially determines the authentication gear, switches the 
authentication gear as necessary, and disseminates the authentication gear information to the 
receiver. In the receiver mode, ACSA controller 3 1 0 negotiates authentication gear information 
with the sender-mode ACSA controller 310 and sets the authentication gear as denoted by the 
sender-mode ACSA controller 310. 

The initial authentication gear determination process is now described with reference to 
the flowchart illustrated in FIG. 4. The process begins at step 402 when the sender verifiably 
indicates that it is ACSA capable. This indication can occur via a digitally signed capability 
field, certificate extension, or some other verifiable attestation. Next, at step 404, the sender 
receives remote ACSA session and gear parameter information from the receiver via an ACSA 
control message. 
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In one embodiment, the ACS A session parameters include data word size, heartbeat 
interval, and gear suite parameters, while the ACSA gear parameters includes gear type and 
composition parameters. 

The data word size parameter represents the data size a receiver network device CPU 
desires to move data. Typically, this parameter will be the machine size (i.e., Pentium-class = 
32; Alpha, Merced - 64). The heartbeat interval parameter is a timeout interval during which an 
ACSA participant should expect to receive a control message from the remote party. The gear 
suite parameter is an enumeration of the authentication gears that the receiver wishes to support 
for this session. Although the network device may support a wide range of gears, some very 
slow or very insecure gears may be excluded from the gear suite due to network and/or 
application policy, quality-of-service, and/or performance considerations. 

The gear type parameter can be designed to represent the different groups of 
authentication mechanisms that are supported by security services module 350. In one example, 
the gear type parameter has either a "conventional," "MAC group," or "partial authentication" 
value. The composition parameter identifies the specific authentication mechanism within a 
particular group. For example, in the "MAC group" gear type, the composition parameter can be 
designed to identify the algorithm ID of an inner MAC function, any gear specific parameters for 
the inner MAC function, the percentage of data words which contribute to the inner MAC 
fiinction, the algorithm ID of the outer MAC function, and any gear specific parameters for the 
outer MAC ftinction. 
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After the sender receives the session and gear parameters from the receiver, the sender 
then proceeds, at step 406, to determine the pairwise gear suite based on local and remote ACSA 
parameter information. In this process, the sender compares its local session and gear parameters 
to the receiver's session and gear parameters and then determines the pairwise session and gear 
parameters. In an alternative embodiment, the sender is operative to initially send session and 
gear parameters to the receiver, with the receiver responding with some indication of the 
authentication gears that it supports. 

In general, the pairwise session parameters can be determined as follows: (1) the pairwise 
data word size is selected as the larger of the receiver and sender's data word sizes, (2) the 
pairwise heartbeat interval is selected as the smaller of the receiver and sender's desired heartbeat 
intervals, (3) the pairwise gear suite is selected as the intersection of the receiver's gear suite and 
the sender's gear suite, wherein if the intersection is the null set, the ACSA operation cannot 
occur, and (4) the base gear is selected as the most secure (and slowest) gear of the pairwise gear 
suite, and the max gear is selected as the fastest (and least secure) gear of the pairwise gear suite. 

Having determined the pairwise gear suite, the sender then proceeds, at step 408, to 
determine the initial authentication gear based on local system information and remote ACSA 
parameter information. In one example, the local system information is represented by the local 
security policy and the application performance/security policy. The local security policy 
includes a delineation of the minimal authentication security to be applied to all ACSA 
authentication operations. The application performance policy denotes the minimum 
performance/speed/rate/quality-of-service desired by application 340, while the application 
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security policy denotes the minimum authentication security to be appHed to ACSA 
authentication operations involving application 340, when this policy differs from that specified 
in the local security policy. 

Other factors can also be considered in determining the initial gear. First, if the initial 
gear were always set to a well-known gear, an adversary would therefore have the advantage of 
knowing what gear to attack. If the well-known gear was very secure, the adversary's attack 
would be unsuccessful, but the performance impact of starting off in such a computationally 
intensive gear could cause problems on some network device platforms. Alternatively, if partial 
authentication were selected, an adversary would be able to take advantage of the fact that not all 
data words of a session's initial packets would contribute to the authentication tag calculation. 
Partial authentication is described in greater detail below in the description of the PMAC class of 
authentication mechanisms. 

After the initial gear has been selected by the sender, ACSA controller 3 10, at step 410, 
sends the selected gear information to the security services module 350 so that the selected 
authentication gear can be applied to application data associated with the SA. Finally, at step 
412, the sender sends the selected gear information to the receiver via an ACSA control message. 

In steady state operation, packets are exchanged in accordance with the authentication 
operations defined for the negotiated authentication gear. During this time, heartbeat messages 
are sent from the receiver back to the sender periodically. The heartbeat messages may contain 
authentication error, CPU load information, missing packet information and desired gear 
information. Heartbeat messages provide a mechanism for the sender to confirm that the receiver 
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is gear synchronized, and allows the sender to adapt the gear selection to the receiver's desire. 
Other ACSA control messages such as Authentication Error, Synchronization Error, and Gear 
Switch Request messages can also be sent from the receiver to the sender. 

The process of authentication gear switching is illustrated in FIG. 5. The process begins 
at step 502, where the sender receives updated information from the receiver via ACSA control 
messages concerning authentication errors, CPU load, etc. Next, at step 504, the sender re- 
determines the authentication gear based on local and remote information. Finally, at step 506, 
the updated gear information is sent to the network security services module 350. In one 
embodiment, the updated gear information can also be sent to security association and key 
management module 330. In one example, a receiver could detect a condition that would require 
a gear change and notify the sender of the desired gear change. Alternatively, the sender could 
determine that an ACSA control message has not been received from the receiver within the 
heartbeat interval, that a local environment condition requiring a gear change has occurred, or 
that a periodic pseudorandom gear change is required. 

As would be appreciated, a periodic pseudorandom changing of the authentication gear 
would (1) deter an adversary from determining the gear via long-term averaged information; (2) 
lessen the benefit to an adversary of compromising a gear since less data will be associated with 
it; and (3) gives the adversary less time to make use of a successful attack before the gear 
switches again. 

In general, policy changes and alarms will seldom occur during a session. The CPU load 
represents one of the main environmental factors that will vary within the ACSA system during 
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an ACS A session. Thus, the CPU load represents one of the main environmental factors that 
drives authentication gear switching. A basic gear switching algorithm operative in the absence 
of recent alarms or authentication errors is provided as illustrated in the state matrix diagram of 
FIG. 6. 

As illustrated, the load of both the sender and receiver will dictate the necessity of an 
authentication gear change. In the example algorithm, authentication gear switching occurs in 
the following instances: (1) if either the sender or receiver processor is too heavily loaded, then a 
switch to a less computationally intensive gear is initiated; (2) if either the sender or receiver 
processor is near the desired load and the other processor is not too heavily loaded, then the 
current authentication gear is maintained; and (3) if both the sender and the receiver processor 
are lightly loaded, then a switch to a more computationally intensive gear is initiated. 

As noted, alarms or authentication errors can also lead to an authentication gear switch. 
Generally, upon detection of either a local or remote alarm or authentication error, the sender 
may choose to switch to a more secure gear. Gear switching need not occur when a single alarm 
or error is detected, and depends upon local and application policy. Also, local alarms, remote 
alarms, and authentication errors may have different thresholds for causing a gear switch. 

Once the sender determines that the authentication gear should be switched, a gear 
switching protocol is invoked. One example of a possible gear switching protocol is illustrated 
in the flowcharts of FIGS. 7A and 7B, which illustrate the processing by the sender and receiver, 
respectively. 
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On the sender's side, the process begins at step 702 when the sender securely sends an 
ACSA control message, called the gear switch message, to the receiver that includes the new 
gear information and which packet the new gear will begin to be applied. The specified packet is 
called the gear switch point and can be identified using an IPsec authentication header sequence 
number. At step 704, the sender then determines whether the receiver sends a reply 
acknowledging the gear change before the gear switch point. 

If it is determined at step 704 that a gear switch acknowledgment message has been 
returned, then the sender, at step 706, switches to the new gear at the gear switch point. If, 
however, it is determined at step 704 that a gear switch acknowledgment message has not been 
returned, then the sender, at step 708, sends a synchronization error message to the receiver. 
Next, at step 710, the sender switches gears to the base gear at the gear switch point. 

On the receiver's side, the process begins at step 720 when the receiver receives a gear 
switch message. Before the expiration of the heartbeat interval, the receiver, at step 722, then 
returns a gear switch acknowledgment message. 

Next, at step 724, the receiver determines whether a synchronization error message has 
been received before the gear switch point. If a synchronization error message has been received 
before the gear switch point, then the receiver, at step 726, switches to the base gear at the gear 
switch point. If a synchronizafion error message has not been received before the gear switch 
point, then the receiver, at step 728, switches to the new gear at the gear switch point. 

Upon reaching the gear switch point, the receiver then determines, at step 730, whether an 
authentication error is detected on the first packet after the gear switch point. If an authentication 
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error is detected, then the receiver, at step 732, sends a synchronization failure message to the 
sender. Next, at step 734, the receiver authenticates using the base gear. On the other side, the 
sender will eventually switch back to the base gear, either upon receipt of the synchronization 
failure message or upon lack of receipt of the heartbeat message within the heartbeat interval. 

Having described a general ASCA framework, a preferred embodiment of an ASCA 
system is now provided. As will be described below, the preferred embodiment relies on open 
standards and openly developed network security software. The basic approach is the 
construction of a modular, portable prototype software toolkit that may be integrated with 
existing, third-party network security software. As would be apparent, non-portable and 
processor-specific optimizations can also be developed. 

It should also be noted that the description of the preferred embodiment should not be 
construed as a limitation upon the concepts of the present invention. In particular, it should be 
noted that the concepts of the present invention can be applied to various layers of a particular 
transport protocol (e.g., open systems interconnect (OSI) model). In general, the concepts of the 
present invention can be applied to any transmission of a stream of data that has been broken up 
into segments of finite size. Thus, the concepts of the present invention can be applied to the 
transmission of frames, packets, datagrams, or the like. In one example, an ACS A system can be 
used at the application layer to provide authentication of video frames for high-speed video. 

In the preferred embodiment, the ACSA system is implemented in accordance with open 
source packages that implement the IPsec and Internet Key Exchange (IKE) security standards. 
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Representative open source packages that include IKE/PF_KEY/IPsec implementations include 
PGPnet, NRL, OpenBSD, FreeSAVAN, and NIST Cerberus/PlutoPlus. 

The ASCA software modules of the preferred embodiment are illustrated in FIG. 8. 
ASCA system 800 includes four high-level software modules: ACS A Controller module 810, 
5 IPsec module 820, PF_KEY module 830, and IKE module 840. 

As illustrated, ACS A Controller module 810 includes a network security resource 
manager (NSSRM) 812 and one or more security association resource managers (SARMs) 814. 
NSSRM 812 is generally responsible for providing the resource and security constraints within 

y ^ 

U which each SARM 8 14 context operates. NSSRM 812 can interact with host resource manager 
Wl (HRM) 850 by requesting and receiving an allocation of resources (e.g., CPU utilization). In 
operation, NSSRM 812 requests resources fi'om HRM 850 based on the aggregate resource 
requests of the SARM 814 contexts that it supports. In turn, HRM 850 provides resource 
ri allocations based on the NSSRM request and the requests of any other resource managers. In one 

i E 

embodiment, HRM 850 includes a CPU monitor that reports the average CPU utilization to 
15 NSSRM 812. 

NSSRM 8 12 can also interact with host security manager (HSM) 860. HSM 860 can be 
designed to report security policy and network defense status information to NSSRM 812. HSM 
860 initially sends and provides updates of the security policy to NSSRM 812. Additionally, 
HSM 860 provides NSSRM 812 with the status of any known or suspected attacks to the host or 
20 system. 
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In operation, NSSRM 812 processes the host resource and security constraints and 
judiciously constrains each SARM 814 context accordingly. More specifically, each SARM 814 
context is responsible for establishing and maintaining the appropriate strength-performance 
trade-off for its corresponding network application 870 and system environment. SARM 814 

5 requests resources (e.g., computation time) from NSSRM 812. NSSRM 812 responds to SARM 
814 with resource allocations. Additionally, NSSRM 812 provides security policy and network 
defense status information. In general, NSSRM 812 may constrain each SARM context's 

y I resources to account for the aggregate drain on system resources (e.g., CPU load) incurred by 

T; E 

H= multiple SARM 8 1 4 contexts. 

l||J Generally, whenever a SA is established and the network application 870 elects to use 

7^-, ACS A authentication protection, a corresponding SARM 814 context is established. More 
ry specifically, IKE module 840 is responsible for creating a SARM 814 context for a connection 
Q that requests ACSA-based authentication security. Each SARM 814 context is responsible for 

establishing and maintaining an appropriate authentication gear for its corresponding SA. SARM 
15 814 interacts with IPsec module 820 by directing outbound packet processing to use the gear it 

determines to be appropriate based on current resource and security conditions. 

SARM 814 interacts with PF_KEY module 830 by retrieving authentication errors 

detected and reported to PF_KEY module 830 by IPsec inbound processing. For ACSA-secured 

outbound connections, SARM 814 initially directs and updates PF_KEY module 830 indicating 
20 which security parameters index (SPI) should be applied by IPsec module 820. More 

specifically, IPsec module 820 queries PF_KEY module 830 for the information regarding which 
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authentication gear should be applied. In turn, PF_KEY module 830 responds with the 
corresponding gear information. It should be noted that IKE module 840 sends the SPIs and 
corresponding gear information to PF_KEY module 830 for use by IPsec module 820 after 
completing the SA negotiation. 

For ACSA-secured inbound connections, SARM 814 directs PF_KEY module 830 on a 
per SPI basis as to whether fiill, partial, or no verification should be performed by IPsec module 
820. More specifically, IPsec module 820 queries PF KEY module 830 for the gear information 
corresponding to the SPI contained in the received IPsec header. In turn, PF_KEY module 830 
responds with the corresponding gear information. Additionally, PF_KEY module 830 reports 
SPI byte counts and authentication errors to SARM 814. 

SARM 814 also interacts with IKE module 840 to exchange ACS A control messages 
with the other party. IKE module 840 requests that SARM 814 provide ACS A gear information 
to prepare an ACSA-based SA proposal. In turn, SARM 814 provides IKE module 840 with 
ACSA gear information based on its supported gears and the current security policy. Generally, 
SARM 814 determines the authentication gear and generates appropriate ACSA control 
messages based on the inputs from NSSRM 812, received ACSA control messages, and inbound 
authentication errors. 

In the preferred embodiment, IPsec module 820, IKE module 830, and PF_KEY module 
840 are modified third-party software modules. IPsec module 820 is modified to include 
functionality that supports (1) new ACSA authentication algorithms, and (2) an interface to allow 
IPsec inbound processing to report authentication error statistics to PF_KEY module 840. As 
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described above, the additional authentication algorithms represent the various alternative 
authentication gears that are available. PF_KEY module 830 is modified to include functionality 
that supports the ( 1 ) maintenance of authentication error statistics, (2) support for additional 
ACSA security association attributes, and (3) support for partial receiver verification. IKE 
module 840 is modified to include functionality that supports (1) retrieval of ACSA parameter 
information from SARM 814, (2) ACSA parameter negotiation and SA creation, and (3) ACSA- 
specific control message communication. A set of functions that can be supported by ACSA 
controller 810, IPsec module 820, IKE module 830, and PF_KEY module 840 are described in 
greater detail in Appendix A. 

To illustrate the operation of the components in FIG. 8, the process of setting an initial 
authentication gear is described with reference to the flowchart of FIG. 9. The flowchart of FIG. 
9 begins at step 902 upon the request by network application 870 to use ACSA authentication for 
a particular SA. Next, at step 904, a SARM 814 context is created. SARM 814 context can be 
created through a call by IKE module 840 to the createSARMContext function supported by 
ACSA controller 810. Calling the createSARMContext function will either spawn a new SARM 
thread or create a logical context within the ACSA Controller thread. 

Upon creation, SARM 814 context, at step 906, calls PF_KEY module 830 to retrieve the 
supported ACSA gears. Next, at step 908, SARM 814 context retrieves the security condition 
from NSSRM 812 to determine if any gears should not be retumed to IKE module 840 based on 
the currently defined security policy. This query can be initiated through a call to the 
querySecurityCondition function supported by ACSA controller 810. 
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At step 910, SARM 814 context returns the currently supported ACS A gear information 
to IKE module 840 to be used in ACSA gear negotiation. In one example, the supported gear 
information includes (1) mandatory conventional algorithm parameters containing a list of 
mandatory IKE hash attribute values that begins with the most secure algorithm followed in order 

5 of decreasing security by all other mandatory algorithms, (2) non-mandatory conventional 
algorithms parameters containing a list of IKE hash attribute values that begins with the most 
secure non-mandatory conventional algorithm followed in order of decreasing security by all 
other non-mandatory conventional algorithms supported that are faster than all mandatory 

l2 conventional algorithms, (3) a UMAC Support Flag that indicates whether UMACs are 

-sir 

W supported based on the current security policy, and (4) a PMAC Support Flag that indicates 

s whether PMACs are supported based on the current security policy. 

1 3 

J:l At step 912, IKE module 840 negotiates protection suites based on the supported ACSA 

J==:| gear information. In the negotiation process, an IKE module 840 (operating as the initiator) 

proposes protection suites based on the gear information provided by SARM 814 context. In one 

1 5 embodiment, S A payloads are proposed in the order of most secure to least secure. 

For example, mandatory conventional algorithms can be proposed first. Next, non- 
mandatory conventional algorithms faster than the fastest mandatory conventional algorithm can 
be proposed. Next, UMACs from most secure to least secure will be proposed. Finally, for all of 
the PMAC proposals, the fastest UMAC or conventional algorithm, regardless of security, will 

20 be proposed, followed by algorithms with decreasing performance. 
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The initiator's proposal for the ACSA gear suite can be structured as follows, assuming B 
UMAC fiinctions: 



SA Payload #1 

Proposal Payload #1, Protocol 1 (Mandatory Conventional Algorithm) 
Transform #1 (Fastest mandatory conventional algorithm) 
Transform #2 (Next fastest mandatory conventional algorithm) 
SA Payload #2 

Proposal Payload #1, Protocol 1 (Additional Conventional Algorithms) 

Transform #1 (Non-mandatory conventional algorithm faster than fastest 
mandatory conventional algorithm) 



SA Payload #Z 

Proposal Payload #1, Protocol 1 (Additional Conventional Algorithms) 

Transform #1 (Non-mandatory conventional algorithm faster than the 
conventional algorithm in Payload Z-1) 
SA Payload #A 

Proposal Payload #1, Protocol 1 (Most Secure UMAC) 

Transform #1 (Transform ID = AH UMAC 'Most Secure') 
SA Payload #A+1 

Proposal Payload #1, Protocol I (Second Most Secure UMAC) 

Transform #1 (Transform ID - AHUM AC' Second Most Secure') 



SA Payload #A+B-1 

Proposal Payload #1, Protocol 1 (Least Secure UMAC) 

Transform #1 (Transform ID = AH UMAC 'Least Secure') 
SA Payload #C 

Proposal Payload #1, Protocol 1 (PMAC, Bit Selecting w/ Ratio = 1/2) 

Transform #1 (Transform ID = AH_ACSA_PMAC, Selecting Type = Bit 
Selecting, Ratio = 1/2, MAC = AH_UMAC_'Least Secure') 
Transform #2 (Transform ID = AH_ACSA_ PMAC, Selecting Type = Bit 
Selecting, Ratio = 1/2, MAC = AH_UMAC_' Second to least secure 
MAC) 



Transform #B (Transform ID = AH_ACSA_ PMAC, Selecting Type = 
Bit Selecting, Ratio = 1/2, MAC = AH_UMAC_'Most Secure') 
SA Payload #C+1 

Proposal Payload #1, Protocol 1 (PMAC, Bit Selecting w/ Ratio = 1/4) 
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Transform #1 (Transform ID = AH ACSA PMAC, Selecting Type - Bit 
Selecting, Ratio = 1/4, MAC = AH UMAC ' Least Secure') 
Transform #2 (Transform ID = AH_ACSA_ PMAC, Selecting Type = Bit 
Selecting, Ratio = 1/4, MAC = AH UMAC ' Second to least secure 
MAC) 

Transform #B (Transform ID = AH_ACSA_ PMAC, Selecting Type = 
Bit Selecting, Ratio = 1/4, MAC = AH_UMAC_'Most Secure') 
SA Payload #C+2 

Proposal Payload #1, Protocol 1 (PMAC, Bit Selecting w/ Ratio = 1/8) 

Transform #1 (Transform ID = AH ACSA PMAC, Selecting Type = Bit 
Selecting, Ratio = 1/8, MAC = AH_UMAC_' Least Secure') 
Transform #2 (Transform ID = AH ACS A_ PMAC, Selecting Type = Bit 
Selecting, Ratio =1/8, MAC = AH_UMAC_' Second to least secure 
MAC) 

Transform #B (Transform ID = AH_ACSA_ PMAC, Selecting Type = 
Bit Selecting, Ratio = 1/8, MAC = AH_UMAC_'Most Secure') 
SA Payload #C+3 

Proposal Payload #1, Protocol 1 (PMAC, Word Selecting w/ Ratio = 1/8) 

Transform #1 (Transform ID = AH ACS A PMAC, Selecting Type = 
Word Selecting, Ratio = 1/8, MAC = AHUM AC' Least Secure') 
Transform #2 (Transform ID = AH_ACSA_ PMAC, Selecting Type = 
Word Selecting, Ratio = 1/8, MAC = AH_UMAC_' Second to least secure 
MAC) 

Transform #B (Transform ID = AH_ACSA_ PMAC, Selecting Type = 
Word Selecting, Ratio = 1/8, MAC = AH_UMAC_'Most Secure') 
SA Payload #C+4 

Proposal Payload #1, Protocol 1 (PMAC, Word Selecting w/ Ratio = 1/16) 

Transform #1 (Transform ID = AH ACSA PMAC, Selecting Type = 
Word Selecting, Ratio = 1/16, MAC = AHUM AC' Least Secure') 
Transform #2 (Transform ID = AH_ACSA_ PMAC, Selecting Type = 
Word Selecting, Ratio = 1/16, MAC = AHUM AC' Second to least 
secure MAC) 

Transform #B (Transform ID = AH_ACSA_ PMAC, Selecting Type = 
Word Selecting, Ratio = 1/16, MAC = AH_UMAC_'Most Secure') 



SA Payload #C+10 

Proposal Payload #1, Protocol 1 (PMAC, Word Selecting w/ Ratio =1/16) 
l/RE - 25 - 
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Transform #1 (Transform ID = AH_ACSA_PMAC, Selecting Type = 
Word Selecting, Ratio = 1/1024, MAC = AH_UMAC_'Least Secure') 
Transform #2 (Transform ID = AH_ACSA_ PMAC, Selecting Type = 
Word Selecting, Ratio = 1/1024, MAC = AH_UMAC_' Second to least 
5 secure MAC) 

Transform #B (Transform ID = AH_ACSA_ PMAC, Selecting Type = 
Word Selecting, Ratio = 1/1024, MAC = AH_UMAC_'Most Secure') 



1 0 To more clearly illustrate the operation of this negotiation process, consider an example 
where an IKE initiator supports, in decreasing order of algorithm security, SHA-1 , MD5, TIGER, 

jfi UMAC-SIMD-60, UMAC-SIMD-45, UMAC-SIMD-30, UMAC-SIMD-15. In this example the 

rii 

11 IKE initiator would make the following proposal: 

iri 

15 SA Payioad #1 

Proposal Payioad #1, Protocol 1 (Mandatory Conventional Algorithm) 
^ Transform #1 (Transform ID = AH_MD5) 

[i! Transform #2 (Transform ID = AH_SHA- 1 ) 

J=i SA Payioad #2 

Proposal Payioad #1, Protocol 1 (Additional Conventional Algorithms) 
Transform #1 (Transform ID = AHTIGER) 
SA Payioad #3 

Proposal Payioad #1, Protocol 1 (Most Secure UMAC) 

Transform #1 (Transform ID = AH_UMAC_SIMD_60) 
25 SA Payioad #4 

Proposal Payioad #1, Protocol 1 (Next Most Secure UMAC) 

Transform #1 (Transform ID = AH_UMAC_SIMD_45) 
SA Payioad #5 

Proposal Payioad #1, Protocol 1 (Next to Least Secure UMAC) 
30 Transform #1 (Transform ID = AH_UMAC_SIMD_30) 

SA Payioad #6 

Proposal Payioad #1, Protocol 1 (Least Secure UMAC) 

Transform #1 (Transform ID = AH_UMAC_SIMD_15) 
SA Payioad #7 

35 Proposal Payioad #1, Protocol 1 (PMAC, Bit Selecting w/ Ratio = 1/2) 
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Transform #1 (Transform ID = AH_ACSA_PMAC, Selecting Type = Bit 
Selecting, Ratio = 1/2, MAC = AH_UMAC_SIMD_15) 
Transform #2 (Transform ID = AH ACSA PMAC, Selecting Type = Bit 
Selecting, Ratio = 1/2, MAC = AH_UMAC_SIMD_30) 
5 Transform #3 (Transform ID = AH_ACSA_PMAC, Selecting Type = Bit 

Selecting, Ratio = 1/2, MAC = AH_UMAC_SIMD_45) 
Transform #4 (Transform ID = AH_ACSA_PMAC, Selecting Type = Bit 
Selecting, Ratio = 1/2, MAC = AH_UMAC_SIMD_60) 
SA Payload #8 

10 Proposal Payload #1, Protocol 1 (PMAC, Bit Selecting w/ Ratio = 1/4) 

Transform #1 (Transform ID = AH ACSA PMAC, Selecting Type = Bit 
Selecting, Ratio = 1/4, MAC = AH_UMAC_SIMD_15) 
Transform #2 (Transform ID = AH ACSA PMAC, Selecting Type = Bit 
£3 Selecting, Ratio = 1/4, MAC = AH_UMAC_SIMD_30) 

lis Transform #3 (Transform ID = AH ACSA PMAC, Selecting Type = Bit 

m Selecting, Ratio = 1/4, MAC = AH_UMAC_SIMD_45) 

fU Transform #4 (Transform ID = AH ACSA PMAC, Selecting Type = Bit 

t;: Selecting, Ratio = 1/4, MAC = AH_UMAC_SIMD_60) 

:i SA Payload #9 

M Proposal Payload #1, Protocol 1 (PMAC, Bit Selecting w/ Ratio = 1/8) 

T"' Transform #1 (Transform ID = AH ACSA PMAC, Selecting Type = Bit 

a Selecting, Ratio = 1/8, MAC = AH_UMAC_SIMD_1 5) 

H Transform #2 (Transform ID = AH ACSA PMAC, Selecting Type = Bit 

rU Selecting, Ratio = 1/8, MAC = AH_UMAC_SIMD_30) 

11 Transform #3 (Transform ID = AH ACSA PMAC, Selecting Type = Bit 
5=i Selecting, Ratio = 1/8, MAC = AH_UMAC_SIMDj*5) 

Transform #4 (Transform ID = AH ACSA PMAC, Selecting Type = Bit 
Selecting, Ratio = 1/8, MAC = AH_UMAC_SIMD_60) 
SA Payload #10 

30 Proposal Payload #1, Protocol 1 (PMAC, Word Selecting w/ Ratio = 1/8) 

Transform #1 (Transform ID = AH_ACSA_PMAC, Selecting Type = 
Word Selecting, Ratio = 1/8, MAC = AH_UMAC_SIMD_15) 
Transform #2 (Transform ID = AH_ACSA_PMAC, Selecting Type = 
Word Selecting, Ratio = 1/8, MAC = AH_UMAC_SIMD_30) 

35 Transform #3 (Transform ID = AH_ACSA_PMAC, Selecting Type = 

Word Selecting, Ratio = 1/8, MAC = AH_UMAC_SIMD_45) 
Transform #4 (Transform ID = AH_ACSA_PMAC, Selecting Type = 
Word Selecting, Ratio = 1/8, MAC = AH_UMAC_SIMD_60) 
SA Payload #11 

40 Proposal Payload #1, Protocol 1 (PMAC, Word Selecting w/ Ratio = 1/16) 

Transform #1 (Transform ID = AH_ACSA_PMAC, Selecting Type = 
Word Selecting, Ratio = 1/16, MAC = AH_UMAC_SIMD_15) 
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Transform #2 (Transform ID = AH_ACSA_PMAC, Selecting Type = 
Word Selecting, Ratio =1/16, MAC = AH_UMAC_SIMD_30) 
Transform #3 (Transform ID = AH ACSA PMAC, Selecting Type = 
Word Selecting, Ratio =1/16, MAC = AH_UMAC_SIMD_45) 
Transform #4 (Transform ID = AH_ACSA_PMAC, Selecting Type = 
Word Selecting, Ratio =1/16, MAC = AH_UMAC_S1MD_60) 



SA Payload #17 

Proposal Payload #1, Protocol 1 (PMAC, Word Selecting w/ Ratio = 1/1024) 
Transform #1 (Transform ID = AH_ACSA_PMAC, Selecting Type = 
Word Selecting, Ratio = 1/1024, MAC = AH_UMAC_SIMD_15) 
Transform #2 (Transform ID = AH_ACSA_PMAC, Selecting Type = 
Word Selecting, Ratio = 1/1024, MAC = AH_UMAC_SIMD_30) 
Transform #3 (Transform ID = AH_ACSA_PMAC, Selecting Type = 
Word Selecting, Ratio = 1/1024, MAC = AH_UMAC_SIMD_45) 
Transform #4 (Transform ID = AH_ACSA_PMAC, Selecting Type = 
Word Selecting, Ratio = 1/1024, MAC = AH_UMAC_SIMD_60) 



Upon receiving the proposals, the IKE module 840 (operating as the responder) 
correspondingly retrieves gear information from its SARM 814 context. For each SA payload, 
the responder will respond with the lowest number transform that it supports, or reject the entire 
SA payload. If the IKE responder supports, in decreasing order of algorithm security, SHA- 1 , 
MD5, UMAC-SIMD-60, UMAC-SIMD-30, then the IKE responder would respond with the 
following: 



SA Payload #1 

Proposal Payload #1, Protocol 1 (Mandatory Conventional Algorithm) 
Transform #1 (Transform ID = AH_MD5) 
SA Payload #2 

Proposal Payload #1, Protocol 1 (Additional Conventional Algorithms) 
REJECTED (responder doesn't support TIGER) 
SA Payload #3 

Proposal Payload #1, Protocol 1 (Most Secure UMAC) 
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Transform #1 (Transform ID = AH_UMAC_SIMD_60) 
SA Payload #4 

Proposal Payload #1, Protocol 1 (Next Most Secure UMAC) 

REJECTED (responder doesn't support AH_UMAC_SIMD_45) 
SA Payload #5 

Proposal Payload #1, Protocol 1 (Next to Least Secure UMAC) 
Transform #1 (Transform ID = AH_UMAC_SIMD_30) 
SA Payload #6 

Proposal Payload #1, Protocol 1 (Least Secure UMAC) 

REJECTED (responder doesn't support AH_UMAC_SIMD_15) 
SA Payload #7 

Proposal Payload #1, Protocol 1 (PMAC, Bit Selecting w/ Ratio = 1/2) 

Transform #2 (Transform ID = AH_ACSA_PMAC, Selecting Type = Bit 
Selecting, Ratio = 1/2, MAC = AH_UMAC_SIMD_30) 
SA Payload #8 

Proposal Payload #1, Protocol 1 (PMAC, Bit Selecting w/ Ratio = 1/4) 

Transform #2 (Transform ID = AH_ACSA_PMAC, Selecting Type = Bit 
Selecting, Ratio = 1/4, MAC = AH_UMAC_SIMD_30) 
SA Payload #9 

Proposal Payload #1, Protocol 1 (PMAC, Bit Selecting w/ Ratio = 1/8) 

Transform #2 (Transform ID = AH_ACSA_PMAC, Selecting Type = Bit 
Selecting, Ratio = 1/8, MAC = AH_UMAC_SIMD_30) 
SA Payload #10 

Proposal Payload #1, Protocol 1 (PMAC, Word Selecting w/ Ratio = 1/8) 

Transform #2 (Transform ID = AH ACSA PMAC, Selecting Type = 
Word Selecting, Ratio = 1/8, MAC = AH_UMAC_SIMD_30) 
SA Payload #11 

Proposal Payload #1, Protocol 1 (PMAC, Word Selecting w/ Ratio = 1/16) 

Transform #2 (Transform ID = AH ACSA PMAC, Selecting Type = 
Word Selecting, Ratio - 1/16, MAC = AH_UMAC_SIMD_30) 



SA Payload #17 

Proposal Payload #1, Protocol 1 (PMAC, Word Selecting w/ Ratio = 1/1024) 
Transform #2 (Transform ID = AH ACSA PMAC, Selecting Type = 
Word Selecting, Ratio = 1/1024, MAC = AH_UMAC_SIMD_30) 



As a result of this exchange, a suite of SAs is generated, one for each common 
authentication gear between the communicants. At step 914, IKE module 840 sets the 
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authentication gears which SARM 814 context may select. This action can be initiated through a 
call to the setGearSuite function supported by ACSA controller 8 1 0. After the gear suite is set, 
IKE module 840, at step 916, sends the SPI and SA information to PF_KEY module 830 for 
storage in a security policy database (SPD) and security association database (SAD), 
respectively. 

After the setGearSuite fiinction is called, SARM 814 context, at step 918, determines the 
sender authentication gear through a call to the determineSenderGear function supported by 
ACSA controller 810. In this process, SARM 814 context calculates the appropriate gear for the 
sender context based on considerations such as the available resources and the security condition. 

Upon determining the appropriate gear, SARM 8 1 4 context, at step 920, sets the sender 
gear through a call to the setSenderGear function that is supported by PF_KEY module 830. The 
call to the setSenderGear function sets the authentication gear that IPsec module 820 should 
apply when generating an authentication tag. 

Finally, at step 922, IPsec module 820 processes outbound IP packets by retrieving the 
appropriate SPI from the SPD in PF_KEY module 830. The retrieved SPI is then used to access 
the SAD to retrieve the appropriate authentication gear information. Finally, IPsec module 820 
performs the authentication tag computation using the selected authentication gear, constructs the 
authentication header, and forwards the processed IP packet to the next function in outbound 
processing. 

After the initial authentication gear is set, the system can operate in a steady state 
condition until a change is required. Authentication gear changes can be required upon a change 
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in a variety of resource and security conditions. For example, an ACSA receiver can send a 
control message to the ACSA sender requesting a gear change. More specifically, SARM 814 
context in the ACSA receiver can send ACSA-specific information that is to be sent by IKE 
module 840 to the other communicant. IKE module 840 sends this information in a notify 

5 message within a notification payload. 

In general, all ACSA-specific control messages will be sent by the IPsec receiver for the 
corresponding connection and/or SA(s). Various ACSA-specific control messages such as 

a ACSA-CHANGE-TO-BASE-GEAR-REQUESTED, ACSA-CHANGE-TO-MORE-SECURE- 

\^ GEAR-REQUESTED, ACSA-CHANGE-TO-FASTER-GEAR-REQUESTED, and ACSA- 

ti CHANGE-TO-NON-PMAC-GEAR-REQUESTED messages can be defined. 

; ' The ACS A-CHANGE-TO-B ASE-GEAR-REQUESTED message can be sent by an IPsec 

receiver when one of the following conditions exists: (a) one or more authentication errors occur, 

Jl.' (b) host or network defenses detect an attack against the system, or (c) any other condition that 
the IPsec receiver determines may threaten the authentication security of the connection. 

1 5 The ACSA-CHANGE-TO-MORE-SECURE-GEAR-REQUESTED message can be sent 

by an IPsec receiver whenever it determines it has excess computational resources and can 
support performing more secure and computationally intensive authentication tag computations. 
This message may also be sent when a "soft decision" is made regarding a suspected system 
attack. 
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The ACSA-CHANGE-TO-FASTER-GEAR-REQUESTED message can be sent by an 
IPsec receiver whenever it determines it has insufficient computational resources and can no 
longer support performing authentication tag computations at the current network data rate. 

The ACSA-CHANGE-TO-NON-PMAC-GEAR-REQUESTED message can be sent by 
an IPsec receiver whenever it determines that PMACs are no longer secure enough for the current 
environment. 

Additionally, the IPsec receiver can also send notify messages within a notification 
payload whenever an authentication failure occurs. In this case, an ACSA-specific control 
message is not required, since error type "AUTHENTICATION-FAILED" is already defined in 
the Internet Security Association and Key Management Protocol (ISAKMP) specification. 

As noted, the authentication gears of the ACSA system are a set of authentication 
mechanisms that achieve a wide spectrum of strength-performance levels. As illustrated in FIG. 
3, the authentication mechanisms can be organized in three basic classes: (1) low-speed, high 
strength mechanisms; (2) higher-speed, lower-strength mechanisms; and (3) high-speed, low- 
strength mechanisms. 

Low-speed, high-strength mechanisms include conventional algorithms that provide 
strong security but are relatively slow when applied to high-speed network applications. In 
IPsec, data authentication is provided via the calculation of one of two mandatory-to-implement 
HMAC algorithms: HMAC-SHA-1-96 and HMAC-MD5-96. The computation of the HMAC 
results in an integrity check value (ICV) or an authentication tag. The HMAC algorithm is an 
instantiation of a more general construct called a nested MAC (NMAC) that is described in M. 
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Bellare et al, "Keying Hash Functions for Message Authentication," in Advances in Cryptology: 
Proceedings of CRYPTO '96, LNCS 1 109, N. Koblitz ed., Springer Verlag (1996), 1-15, which 
is herein incorporated by reference in its entirety. 

The general construction of the NMAC is illustrated in FIG. 1 1 and can be described 
5 mathematically as follows: 

n NMACk(x) = /k,(Fk2(x)) 

N= where x is the message being authenticated, k is a key, and kl and k2 are subkeys derived from k. 

|8 The "Fk2(x)" portion of the nested MAC function is referred to as the inner function, whereas the 

gl "/kiO" portion of the nested MAC function is referred to as the outer function. 

fU As further illustrated in FIG. 11, the HMAC-SHA-1-96 standard is an instantiation of an 

NMAC construction where (1) kl = k © opad, where © denotes the XOR operation, and where 
'opad' is the outer pad constructed by repeating the hexadecimal byte '36' to the input block size 

15 of the digest, (2) k2 = k © ipad, where 'ipad' is the inner pad constructed by repeating the 
hexadecimal byte '5c' to the input block size of the digest, (3) F is an SHA-1 hash of the 
message concatenated with k2, (4) / is an SHA-1 hash of the output of F concatenated with kl, 
and (5) the output of / is truncated to 96 bits to form the authentication tag. Similarly, the 
HMAC-MD5-96 standard is an instantiation of nested MAC identical to HMAC-SHA-1-96 

20 except that both F and / use the MD5 hash function. 
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In general, the performance of the HMAC-SHA-1-96 and HMAC-MD5-96 algorithms are 
dominated by the speed of the SHA-1 and MD5 hash algorithms, respectively. SHA-1 
computation time is approximately 52 Pentium clock cycles per 32-bit message data word, 
whereas MD5 computation time is approximately 2 1 clock cycles. 

When /, the outer function, and F, the inner function, are comprised of strong hash 
functions, the nested MAC construction is provably secure with excellent security bounds. As 
pointed out in Bellare et al, the security assumptions on the inner function can be significantly 
relaxed while still maintaining a high level of security for the entire NMAC. In particular, in an 
ACSA-style NMAC, the inner function needs to satisfy only a weak collision-resistance property 
(weaker than that typically required of a MAC), and the outer function may have to satisfy 
pseudorandomness security properties (stronger than those typically required of a MAC). 

This property of the NMAC whereby the inner function may be weaker than the outer 
function is exploited in the present invention. Since the inner function is applied iteratively, and 
the outer function only once, a computationally efficient, albeit weaker, inner function can 
provide a significant performance enhancement to the NMAC calculation. Faster inner functions 
can be composed from hash functions faster than MD5 and SHA-1 . Several candidate hash 
functions currently exist, including MD4, Bucket Hashing, Multilinear Modular Hashing 
(MMH), Cyclic Redundancy Code-based Hashing (CRC-64), and Alternative Hash Algorithm 
(AHA). Inner functions composed of such algorithms as Bucket Hashing and MMH, may be 
constructed as tree MACs in order to reduce the amount of data to be passed to the outer MAC. 

To increase the authentication security of gears with weak inner functions, it is desirable 
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to reduce the adversary's knowledge of the values that contribute to the authentication tag. This 
reduction in knowledge can be accomplished through the nested structure illustrated in FIG. 12. 
In this nested structure, two or more inner functions 1202, 1204 are provided that feed a single 
outer function 1206. 

5 A pseudorandom probabilistic function based on the authentication key is also used to 

determine which inner function 1202, 1204 each individual data word will contribute to in 
calculating the authentication tag. By basing the function on the authentication key, the 
^ adversary is prevented fi"om knowing the inner function 1202, 1204 to which a given data word 
! J contributes. Thus, even if a weak inner function 1202, 1204 is used, an adversary can not readily 

iQfl attack this weakness, since she does not know which data words contribute to the weak inner 

Cy 

= function 1202, and which contribute to the other inner function 1204. 

y_ In this bit scattering function, bits of the message are pseudorandomly sent to one of two 

or more temporary buffers 1210, 1 2 1 2 called bins. Bit scattering is simply a data-moving 
operation that performs no compression. To enable the sender and receiver to synchronize 

1 5 cryptographically, a function based on a secondary authentication key can be used to control the 
pseudorandom bit-scattering process. 

In one embodiment, the following algorithm is used. First, the sender pseudorandomly 
creates a bit mask as long as the message. To save time, the bit mask can be reused within a S A. 
Second, the sender pseudorandomly selects a starting point within the mask. Third, processing 

20 pairs of data words at a time, the sender logically ANDs and ORs the data words with the 

corresponding mask words (and their bitwise complements) to select and interleave bits for the 
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two bins 1210, 1212. 

The main cryptographic premise of bit scattering is to prevent an adversary from knowing 
which parts of the message are processed by which inner functions 1202, 1204. Even if an 
adversary could create collisions in one or more of the lower-strength inner fiinctions 1202, 1204 
when attacked in isolation, the adversary would be unable to mount an attack because she would 
not know the inputs to the inner functions 1202, 1204. 

After performing bit scattering, a separate inner function 1202, 1204 is applied to each of 
bins 1210, 1202. Each inner function 1202, 1204 is keyed using a secondary authentication key. 
Candidate inner hash functions include MD4, Tiger, AHA, MMH, NMH, Square Hash, Bucket, 
Evaluation Hash, and Division Hash. Another fast compression algorithm, KR5, can also be 
used. KR5 is described in greater detail below. 

Once the inner and outer function computations have been made as efficient as practical, 
further performance enhancement of NMAC-based computations can only feasibly occur by 
reducing the iterations of the inner function 1202, 1204. Reducing the inner function iterations 
can be accomplished by reducing the amount of message, x, which is used in the authentication 
tag computation. Once portions of the message are not included in the authentication tag 
computation, the probability of the receiver detecting modification of a given data word, a basic 
measure of security, drops substantially. This process represents a dramatic change in the 
tradeoff between security and speed. FIG. 13 illustrates a PMAC mechanism for generating an 
authentication tag using only a subset of data words of a packet. 

There are many methods of reducing the amount of the message, x, to be used in the 
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generation of an authentication tag. In one embodiment, the message can simply be truncated. In 
a preferred embodiment, a keyed pseudorandom probabilistic function is used to determine 
whether each individual data word will be used in the authentication tag calculation. Since an 
adversary would not have access to the key used to determine if a data word is included in the 
5 authentication tag calculation, the adversary would not know if her attack would succeed. 

Specifically, the probability that the receiver will detect an adversary modifying a data word will 
be equal to the probability that a given data word has been included in the authentication tag 
calculation. Although the probability of detection of a single modified data word within a 

ffl 

fi I sparsely-computed-upon message may be quite low, modification of multiple data words is 
IQ3 exponentially more likely to be detected. Thus, high-speed network applications that can tolerate 
CO a few modified packets, such as video or audio streams, may perform quite satisfactorily using 
partial authentication. 

F= i 
; : 3 

\2 In general, each message can be viewed as a sequence of message parts (e.g. 64-bit 

tzi 

Q words). Each PMAC has an associated parameter that specifies with what probability each 
15 message part will be authenticated. Although there are several different ways in which PMACs 
can be realized, the main effect is the same: significant time can be saved by applying an 
authentication algorithm only to selected parts of the message. 

Abstractly, it is appealing to think of PMACs as follows. For each message part, the 
sender tosses a biased coin to decide if that part is to be authenticated. On heads, the sender 
20 includes that part in the computation of the authentication tag. On tails, the sender does not 
include the part in the computation. 
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The coin flips can be generated in a deterministic pseudorandom fashion using a 
secondary authentication key derived from the primary authentication key. This way, the 
receiver can synchronize cryptographically with the sender to know what message parts to 
include in the authentication tag computation. 

In one embodiment, the sender determines a region size, which is greater than the size of 
the aforementioned message part. The message is processed region-by-region. For each region, 
exactly one message part is pseudorandomly selected from the region. More specifically, a next 
message part to be selected is determined by a pseudorandomly-chosen offset from the currently 
chosen message part, uniformly chosen from the interval [1, 2L]. Here, L = 1/p (rounded to next 
highest perfect power of 2), where p is the message-selection percentage. 

It is a fijrther feature of the present invention that multiple authentication tags can be 
generated from an NMAC structure. An embodiment of a mechanism for generating multiple 
authentication tags is illustrated in FIG. 14. In general, the sender can compute two or more 
different authentication tags for the same packet, reflecting different strength-performance levels. 

In the embodiment of FIG. 14, the sender computes multiple authentication tags using 
two inner functions A and B, labeled as 1402 and 1404, respectively. Multiple authentication 
tags can then be separately computed. Subset_tagl is generated by outer function 1412 based 
upon inner fiinction A 1402, subset_tag2 is generated by outer fiinction 1414 based upon inner 
function B 1404, and whole_tag is generated by outer function 1416 based upon the combination 
of inner function A 1402 and inner function B 1404. In a preferred embodiment, outer functions 
1412, 1414, and 1416 represent the same funciton. A similar but different strategy could also be 
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applied with UM AGs and PMACs, 

Multiple authentication tags afford the receiver with increased flexibility in adaptively 

choosing strength-performance levels. Often times the computational resources available to the 

sender and the receiver may be quite different. In cases where the sender may have more 
5 computational resources than the receiver, the sender can provide the receiver with a method to 

switch to a less computationally intensive gear without the sender changing the transmitted gear. 

The sender can provide this capability by computing multiple authentication tags on the message 
S data. 

1.5 i 

f\l For example, the receiver could choose which tag to use in real time based in part on 

^ J. 

ICEi local processor load. Verifying a subset_tag instead of whole_tag requires that only one of the 
^ two inner functions 1402, 1404 be calculated and thus reduces the computation time required by 
r\ the receiver. Thus, subset tags are particularly effective when the receiver has less computational 
12 capability available for authentication tag computation than the sender. 
Q Multiple authentication tags are especially useful in multicast environments, where 

15 different receivers may have different processor capabilities or security policies, and where the 
sender typically has more powerful computing capabilities than do the receivers. In this 
environment, the sender generates a set of authentication tags, and the receiver selects one of the 
tags for authentication. As noted, the selection of an authentication tag by the receiver can be 
based on the processor load. The authentication tag can also be selected based upon some 
20 measure of the current security environment. 
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In general, the sender can generate authentication tags for one or more of the 
authentication gears that are supported by the sender. For example, multiple tags can be 
generated for one or more authentication gears in one or more of the HMAC, UMAC, and 
PMAC groups. These multiple authentication tags would enable the universe of receivers in the 
multicast environment to individually select the particular authentication gear that is appropriate 
for their individual computing environment. 

As described above, multiple authentication tags can be generated using inner function 
groups with bit scattering. Multiple authentication tags can also be generated for UMACs. 

The basic building block of the UMAC is a construct that provides a collision probability 
of approximately 2'^^. This algorithm is denoted as UMAC-xxx-15, where 'xxx' refers to either 
the STD or SIMD methods of computation. Based on this building block, UMAC offers '30', 
'45', and '60' versions with correspondingly stronger collision probabilities. 

UMAC can be used to provide multiple authentication tags by providing a tag for each of 
the building blocks that constitute the overall UMAC authentication tag. Each tag is the result of 
performing a pseudorandom function on a different partial computation of the total UMAC 
computation. For the four security levels of UMAC, the following authentication tags can be 
provided: 



Currently Selected Gear 


Computed Authentication Tags 


UMAC-xxx-60 


UMAC-xxx-60, UMAC-xxx-45, UMAC-xxx-30, and 
UMAC-xxx-15 


UMAC-xxx-45 


UMAC-xxx-45, UMAC-xxx-30, and UMAC-xxx-15 


UMAC-xxx-30 


UMAC-xxx-30 and UMAC-xxx-15 


UMAC-xxx-15 


UMAC-xxx-15 only 



57953 V I/RE -40- 
l8PT0n.DOC 



Attorney Docket No. NTWK-005/03US 
Table 1 - Multiple Authentication Tags for Various UMAC Gears 



As noted above, the provision of multiple authentication tags enables the receiver to only 
validate the result it has sufficient resources to calculate. For instance, if the selected gear is 
UMAC-SIMD-60 and the receiver has sufficient resources to calculate UMAC-SIMD-60, it will 
attempt to verify that result. However, if the receiver only has sufficient resources to calculate 
UMAC-SIMD-15, it can attempt to verify the result corresponding to that MAC instead. 

It is a feature of the present invention that a receiver can perform a partial verification. In 
this process, the receiver can verify an authentication tag that was generated using only some of 
the message data or at a lower security level, even though the sender also provided an 
authentication tag performed over all of the message data or a higher security level. 

It is a further feature of the present invention that message authentication codes can be 
used for error detection as well as error correction. Conventional secure communications 
systems perform both error detection and error correction functions as well as keyed data 
integrity as part of the system's authentication. Because the keyed data integrity function alone 
can detect errors with high probability, providing both of these functions is redundant. 
Conventional MACs can be used for error detection, but have no capability for error correction. 
An embodiment of a mechanism for providing both error detection and error correction is 
illustrated in FIG. 15. In general, a reversible inner function in a nested MAC configuration can 
be used to provide both error detection and error correction in high performance applications. 

In the embodiment of FIG. 1 5, the sender computes an authentication tag using a 
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reversible inner function 1502. An intermediate result is generated by reversible inner function 
1502 and used by outer function 1506 to generate an authentication tag as described above. 

Various functions, or families of functions, may be used as reversible inner function 
1502. A reversible function is a function that can be reversed, or inversed, so that the inputs can 
5 be obtained from the outputs. FIG. 16 illustrates a KR5 reversible function as used in a preferred 
embodiment of the present invention. 

As illustrated in FIG. 16, KR5 employs only XOR operations, rotates, and keyed rotates 

Kf in its operation, making it simple to analyze. While KR5 will work on a variety of processing 

\y 

%l platforms, KR5 is particularly suited for operation in a Pentium Il-class processing environment. 

I u 

1§-I It is in this environment that the preferred embodiment of the present invention is now described. 

Efl KR5 employs four working registers 1650: register A, register B, register C, and register D, 

O labeled in FIG. 16 as 1610, 1620, 1630, and 1640, respectively. In the Pentium II, these registers 

'hi 
r; z 

: J advantageously correspond to EAX, EBX, ECX, and EDX, respectively. 

pS KR5 preferably operates on three message data words per "block." FIG. 16 illustrates the 

15 operations performed in a block 1600 of KR5, and in particular on a first data word x[i], a second 
data word x[i+l], and a third data word x[i+2] labeled as 1660, 1670, and 1680 respectively. The 
operations of KR5 include an XOR operation 1605, a rotate operation 1615, and a keyed rotate 
1625. Each of these functions is now described with reference to its operation on a Pentium II. 
XOR operation 1605 performs an "exclusive or" operation on the contents of one of 
20 registers A, B, or D, using one of the data words x[i], x[i+l ] or x[i+2]. The results of the 
operation are stored in the respective register A, B, or D. 
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Keyed rotate operation 1625 performs a bit-wise rotate on the contents of one of registers 
A, B, or D, "keyed" on the contents of register C. In other words, the value of register C 
determines the number of bits by which the 'Yotatee" registers A, B, or D is rotated. As would be 
apparent, either clockwise or counter-clockwise rotations may be used. 

Rotate operation 1615 perform a fixed rotate, or "rotate immediate" operation on the 
contents of "rotator" register C. This fixed rotation is preferably selected as the base two 
logarithm of the processor size, which in case of the Pentium II, is log2(32), or 5 bits. As 
illustrated, this fixed rotate occurs once for each of the data words. 

As illustrated, the three data words of block 1600 are processed in nine clock cycles. 
During a first clock cycle, the contents of EAX are XOR'd by the first data word and the contents 
of ECX are rotated by a fixed amount. During a second clock cycle, the contents of ECX are 
XOR'd with the contents of EAX and the contents of EDX are XOR'd with the contents of EBX. 
During a third clock cycle, the contents of EAX are rotated, keyed by the contents of EAC. This 
completes the processing of the first data word in block 1600. 

During a fourth clock cycle, the contents of EBX are XOR'd by the second data word and 
the contents of ECX are rotated by the fixed amount. During a fifth clock cycle, the contents of 
ECX are XOR'd with the contents of EBX and the contents of EAX are XOR'd with the contents 
of EDX. During a sixth clock cycle, the contents of EBX are rotated, keyed by the contents of 
ECX. This completes the processing of the second data word in block 1 600. 

During a seventh clock cycle, the contents of EDX are XOR'd by the third data word and 
the contents of ECX are rotated by the fixed amount. During a eighth clock cycle, the contents of 
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ECX are XORM with the contents of EDX and the contents of EBX are XOR'd with the contents 
of EAX. During a ninth clock cycle, the contents of EDX are rotated, keyed by the contents of 
ECX. This completes the processing of the third data word in block 1600. 

The above-described process is repeated for each block 1600 of three data words in the 
message. In a preferred embodiment, so that KR5 can be used as a MAC, the working registers 
A, B, C, and D are initialized with a secure key (such as K2 illustrated in FIG. 15). Table II 
includes equations mathematically describing the operations performed in KR5 at each of the 
clock cycles according to the preferred embodiment of the present invention. 



TABLE II - KR5 ALGORITHM 


Clock Cycle 


Register Values 


n=l 


A| = Ao © x[i] 




B| = Bo 




C| = Co rot 5 




D, =Do 


n=2 


A2 = A, 




B2 = Bi 




C2 = Ci eA, 




D2 = Di ®B| 


n=3 


A3 = A2 rot C2 




B3 = B2 




C3 = C2 




D3 = D2 


n=4 


A4 = A3 




B4 = B3©x[i+l] 




C4 = C3 rot 5 




D4 = D3 


n=5 


As = A, © D4 




B5 = B4 




C5 = C4 © B4 




D5 = D4 
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11 — O 


= Ar 




= rnt 
-D6 — -'-'5 lUl 










n=7 


Ai = Aft 








C7 = C6 rot 5 




D7 = D6 ® x[i+2] 


n=8 


Afi = A7 








Cs = C7 © D7 




D8 = D7 


n=9 


A9 = As 




B9 = Bs 




C9 = Cs 




D9 = Ds rot Cs 



The probability of forging a message protected by a nested MAC using KR5 as the inner 
function is approximately 2"*^. However, the speed and security of the nested MAC using KR5 is 
comparable to that of UMAC-SIMD-15 when executed on a non-MMX platform. Furthermore, 
the reversibility of KR5 provides error correction capability not presently available. 

The present invention provides a protocol for providing error correction with a nested 
MAC using a reversible inner function 1502. This protocol is illustrated in FIGS. 17A and 17B, 
which illustrate the processing by the sender and receiver respectively. 

On the sender's side, the process begins at step 1702 when the sender computes an 
authentication tag using on the message to be sent to the receiver. The authentication tag is 
computed using a reversible inner function 1502, such as KR5, and an outer function 1506. The 
intermediate result from the reversible inner function is forwarded to the outer function as would 



be apparent. 
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At step 1704, the sender encrypts the intermediate result from the reversible inner 
fiinction, and at step 1 706 sends the message, the authentication tag, and/or the encrypted 
intermediate result to the receiver. In one embodiment of the present invention, the sender 
periodically encrypts and sends an intermediate result of the reversible inner function (e.g., every 
X data words, or every x blocks, etc.). In a preferred embodiment of the present invention, the 
sender encrypts and sends only the final intermediate result of the reversible inner fiinction at the 
end of the message. 

On the receiver's side, the process begins at step 1752 when the receiver receives the 
message', the authentication tag', and the encrypted intermediate result'. At step 1754, the 
receiver computes an authentication tag" (and in so doing, an intermediate result") using the 
same inner and outer functions as used by the sender. 

If it is determined at step 1756 that the received authentication tag' and the computed 
authentication tag" are the same, the receiver verifies the message. If, however, it is determined 
at step 1756 that the received authentication tag' and the computed authentication tag" are not 
the same, then the receiver, at step 1758, decrypts the encrypted intermediate results'. 

If it is determined at step 1 760 that the received intermediate result' and the computed 
intermediate result" are the same, the receiver cannot verify the message. If, however, it 
determined at step 1760 that the received intermediate result' and the computed intermediate 
result" are not the same, the receiver assumes an error exists in the received message, and at step 
1762, can correct up to an entire data word of error by advantageously using the reversibility of 
the inner function; provided, of course, that there are no errors in the received encrypted 
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intermediate result'. 

To find the data word that includes the error, the receiver uses the received intermediate 
result' to initialize and execute the inner function in the "reverse," or opposite, direction as that 
illustrated in FIG. 16. Table III includes equations mathematically describing the reverse inner 
function operations of KR5 performed at each of the clock cycles according to the preferred 
embodiment of the present invention. 



TABLE III - Reverse KR5 Algorithm 


Clock Cycle 


Register Values 


n=8 


A8 = A9 

Bg = B9 
Cg = C9 

Dg = D9 rot -C9 


n=7 


A7 = Ag 

B7 = Bg 0 Ag 

C7 = Cg e Dg 

D7 = Dg 


n=6 


A6 = A7 
B6 = B7 

Ce = C7 rot -5 
D6 = D7 ® x[i+2] 


n=5 


A5 = A6 

B5 = B6 rot -C6 
C5 = C(, 
D5 = De 


n=4 


A4 = As ® D5 

B4 = B5 

C4 — C5 © B5 

D4 = D5 


n=3 


A3 = A4 

B3 = B4®x[i+l] 
C3 = C4 rot -5 

D3 = D4 
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n=2 
11 


= At rot -C-i 




B2 B3 




C2 = C3 




D2 = D3 


n=l 


Ai = A7 








Ci = C2 ® A2 




Di = D2 e B2 


n=0 


Ao = A| ex[i] 




Bo = Bi 




Co = Ci rot -5 




Do = D, 



At each clock cycle, the receiver stores the working registers for the reverse inner 
function. This reverse working register information is compared with the forward working 
register information, which may be recomputed and stored in a similar fashion, or alternatively, 
stored off during the initial authentication processing, to identify the erroneous message data 
word. 



If the message includes only one erroneous data word, then comparing the forward 
working register information with the reverse working register information will reveal at least 
one clock cycle where three of the four working registers matches their respective counterpart, 
and the remaining working register does not match its counterpart. The erroneous message data 
word is the data word that gets XOR'd in this clock cycle with the working register that does not 
match its counterpart. If the message includes more than one erroneous message data word, then 
no clock cycles will be identified where three of the four working registers match and the errors 



cannot be corrected. 



Note that the number of comparisons necessary to identify the appropriate clock cycle can 
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be reduced by checking only those clock cycles within which message data words areXOR'd 
with one of registers A, B, or D, (e.g,, clock cycles 1, 4, 7, etc.). 

Once the erroneous data word is identified, it can be corrected by XORing the non- 
matching working registers with one another and then XORing this result with the erroneous data 
word. 

It is a feature of the present invention that the receiver need not process (/.e, decrypt) the 
encrypted intermediate result' if the authentication tag verifies the message properly. 
Furthermore, the receiver need not perform other forms of error correction in parallel with the 
authentication. 

While the invention has been described in detail and with reference to specific 
embodiments thereof, it will be apparent to one skilled in the art that various changes and 
modifications can be made therein without departing from the spirit and scope thereof Thus, it 
is intended that the present invention cover the modifications and variations of this invention 
provided they come within the scope of the appended claims and their equivalents. 



57953 vI/RE 
l8PT0n.DOC 



-49- 



